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Outline

In this exercise, we will add some security features to the OSMDb app. So far, all the Screens can
be accessed by everyone, which means that every functionality of the app is also available to
everyone.

In this exercise, we will create the concept of the administrator user of the app. We want to
make sure that only administrators can add or edit movies or people in the database, as well as

add members of the cast and crew to a movie. We will achieve this in several steps:

1. Create the OSMDbAdmin role.

2. Grantthe role to a user.

3. Guarantee, on the logic side, that only OSMDbAdmin users can add a member of the
cast/crew to a movie.

4. Use Exceptions to display an error message to the user if they do not have the correct
permissions.

5. Restrict the access to the AddCastAndCrew Screen to OSMDbAdmin users.

6. Make sure that only Admin users can edit the movie and people's information, but

everyone else can at least see the information.
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How to

In this section, we'll describe exercise 7 - Security and Exceptions, step by step.

Create a Role

Creating a new Role in OutSystems is pretty simple and straightforward. In this section, you'll
create a new role for the app’s admin, the OSMDbAdmin. We will also take the opportunity to

check the built-in functions that are created, and rename an existing role to OSMDbUser.

1. Inthe Logic tab, right-click on the Roles folder and choose Add Role.

Processes  Interface Logic Data

B 0SMDb
» Bl Client Actions
» [l Server Actions
BB Service Actions
» [l Integrations
[ Roles
» @ 0% g AddRole [) CtisN
» [l Excep

4

2. Setits Name to OSMDbAdmin.

OSMDbAdmin
Role

Name OSMDbAdmIn

Description

And is as simple as that. Notice that your new role also has built-in functions that will

help you check, grant, and revoke permissions in your logic.

v @ OSMDbaAdmin
» (&) CheckOSMDbAdminRole
» ) CheckOSMDbAdminRole
» © GrantOSMDbAdminRole
» ) RevokeOSMDbAdminRole
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3. Rename the OSMDb role to OSMDbUser. Don’t worry about this role now, as you are only

going to use it later in the exercises.

¥ i Roles
> OSMDbAdmIn
r OSMDbUser

Note: The OSMDb role is a role that is automatically created by OutSystems and that has

the same name as your app.

Restricting Access on Screens

Now that we have the OSMDbAdmin role, we can use it to start restricting some functionality.
Let's start with the UL First, we will make sure the AddCastAndCrew Screen will only be
accessible by OSMDbAdmin users. Then, the link to the AddCastAndCrew Screen can only be
visible to OSMDbAdmin users as well. And finally, all the input fields in the MovieDetail Screen
and PersonDetail Screens should be disabled for all users that are not OSMDbAdmin users. This
also means that the New Movie and New Person links in the Movie and People Screens should

be hidden from all users that are not OSMDbAdmins.

1. Inthe Interface tab, click on the AddCastCrew Screen. In its properties, change the

Accessible by property to Authenticated users, and then select the OSMDbAdmin role.

AddcCastAndCrew
Screen

Name AddCastAndCrew
Description
Title -

Public Mo A
Authorization

Accessible by Authenticated users v
OSMDbAdmInN

OSMDbUser

Up to this point, the Screen was accessible to everyone. Now, only authenticated users

have access to the Screen, specifically, users with the OSMDbAdmin role.
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2. Publish the app and open it in the browser.

3. Navigate to the AddCastAndCrew Screen. You should see something like this now.

You need other permissions to view this screen.

Please contact your system administrator.

This happens because you do not have an authenticated user with the OSMDbAdmin role
yet. And that's why now you see the Invalid Permissions Screen. Don’t worry! At the end
of the exercise, your user will have all the permissions it needs. But for now, let’s keep

adding restrictions to the app.

4. Let's hide the Add Cast/Crew link in the MovieDetail Screen for users that are not
OSMDbAdmins.

a. Double-click the MovieDetail Screen to open it in the preview area.
b. Locate the Add Cast/Crew link and select it.

¥ | | Header
| | Breadcrumbs
» L Title
» | Actions
» o Link
¥ | | MainContent
L | Footer

Add Cast/Crew to Movid

Note: When you click on the Link to select it, you may actually select the text
inside the Link. That happens because in the preview area, when you click on a
widget, it selects the one “deeper” in the hierarchy, meaning that when I have a
text inside a Link, it selects the text. So, use the widget tree to help you select

exactly what you want in these cases.
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c. Right-click on the Link and select Enclose in If.

Add | Insert Widget b

Link to b
[ Go to 'AddCastAndCrew' Screen
Ses in Widget Tree

|:| Enclosze in Container

& Enclosein If

3

d. Setthe If Condition to CheckOSMDbAdminRole()

&

F Properties # Styles
MName
Condition CheckOSMDbAdminRole) -
Animate No -

Here, we are leveraging the built-in Client Action that comes with the role. This
Check action verifies if the user that is currently logged in has the OSMDbAdmIn
role. If it does, it shows the link. Otherwise, it shows nothing.

5. Apply the same strategy to the New Movie Link on the Movies Screen and the New

Person Link on the People Screen.
People

6. The last thing we need to do is to disable the input fields in the MovieDetail and
PersonDetail Screens, to make sure that only OSMDbAdmins can edit information. Let's

start with the MovieDetail Screen.
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a. Open the MovieDetail Screen and select the input field for the Title.

b. Inthe properties of the Input, change the Enabled property to
CheckOSMDbAdminRole()

] Input_Title
F Properties & Styles

Name Input_Title

Variable GetMovieByld.List.Current.Movie. -
Prompt -
Input Type Text -
Max. Length 50

Mandatory True -
|Ena|:> ed CheckOsMDbAdmiInRole() -
Style Classes "form-control -

This property defines in which circumstances the input field is enabled for editing.
When set to True, it's always enabled for editing. In this case, it will only be
enabled for users with the OSMDbAdmin role.

c. Repeat the process for the remaining input fields of the Screen.

d. Last, but not least, select the Save Button and set its Visible property to
CheckOSMDbAdminRole()

3 Button
F Properties & Styles

MName

Confirmation ... -
Enabled True -
Is Form Default | Yes -
Visible CheckOSMDbAdminRole() -
Style Classes "btn btn-primary” -
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7. Now, just repeat the same process for the input fields and Save Button in the People

Screen.

8. Publish the app and open it in the browser.

You should be able to navigate to a Person or Movie details page, but the input fields
should be disabled.

Raiders of the Lost Ark

Title *
Year *

Plot Summary

Production Talent

Steven Spielberg {Director)

George Lucas (Producer)

Cast and Crew

Harrison Ford {Actor}

Grant Access to Users

We have many functionalities restricted to the OSMDbAdmin role, but so far we have never

logged in or even assigned roles to users. So, let’s take some time to do that now.

1. Open the ODC Portal to assign the OSMDbAdmin Role to your user.
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a. Inthe top right corner of ODC Studio, you can find the icon and name of the app

with an option to expand a dropdown. Click on it. Then, on the dropdown, select

the option Configure app... This will open the ODC Portal.

8 oDC Studio OutSystems Internal - Customer Off..

= ) osmpb ~ 8 4
Q Search . Edit app details... :Il_] -
D P Configure app... I
Container Check error 1ogs...
Deploy now...
abc ey ]

The ODC Portal is where the configurations of the app, among other things, are

done, including the user management.

b. If alogin is required, use the same credentials you use to log into the ODC Studio.

e ODC

Login to
OutSystems Developer Cloud

Password

Log in with OutSystems
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c. Inthe ODC Portal, check the left sidebar, find the Users & access section and click

on the Users option to open it.

— & ODCPortal

OutSystems Internal -...

Apps

Delivery
Deployments
Monitoring

Logs

Activities

Users & access
Users '“
Organization roles

Identity providers

d. Search for your user in the list, then click on it to see its permissions.

+ Invite user

Access: All Status: All

User .7 Access Status ' Last login .7 Actions

Dave Developer < Oct 04, 2022
Member, End-user Active
kncwledge*-dave_dev@@‘
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a. Inthe user detail page, select the End user access tab and then click on Manage

roles.

@ Dave Developer

knowledge+dave_dev@outsystems.com Active Nov 08, 2022

Member access End user

End user access © €8 Manage roles

All apps All stages

Note: if you don't have any roles assigned to you yet, you will see the option

Assign roles instead of Manage roles.

+ Assign roles

)

e. Then, search for your app’s name (in case you have more than one app in ODC
Studio), check the OSMDbAdmin Role (the OSMDbUser role should remain

unselected), and click on Save when you're done.

End user access ©® Cancel Save

All stages All apps Assigned apps

App Role ' Stage

v O, oswpb 0SMDbAdmin Development

0=, 0osMpbb OSMDbUser Development
=0

2. Back in the ODC Studio, publish the app and open it in the browser.
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3. Log in to your application with your user credentials.

OSMDb

Email

Password

o)

Forgot your password?

4. You should be able to access the OSMDbAdmin functionalities now.

Checking Permissions in the Logic

After checking the permissions in the U], it's time to do the same in the logic part. Since we only
want to allow OSMDbAdmin users to create/edit information about movies and people, we
should also check on the logic of those permissions, before actually performing the changes in
the database. The same thing applies to adding a member of the cast and crew to a movie. Let's

start with that one!

Add Cast and Crew Logic

To check permissions when adding a member of the cast or crew to a movie, there are two
Actions that we need to work on: the Server Action, PersonMovieRole_Create, and the Client

Action, SaveOnClick.
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1. Change the PersonMovieRole_Create Server Action to ensure that only users with the
OSMDbAdmin Role can create the record in the database. Raise a Not OSMDbAdmin
Exception when the user does not have the OSMDbAdmin Role.

a. Inthe Logic tab, open the PersonMovieRole_Create Action.

b. Drag an If from the left sidebar and drop it after the Start node.

Q Search... (Ctrl+E) 4 Start
.« o
If Switch
Sy
I
8
C @ I
For Each Assign CreatePersonMovie
Role

c. Setthe Condition of the If to CheckOSMDbAdminRole()

It seems that we're using the same Action here, but we're not. This is the Check
Server Action, while in the Ul we used the Check Client Action. Their goal is the

same, but in reality, they are two different actions.

Note: When the CheckRole Action is called without any input parameter, as we did

here, the verification is done considering the user that is currently logged in.

d. If the user does not have the role, then an Exception should be raised. Drag a

Raise Exception statement and drop it next to the If.

"! "! CheckOSMDbAdmI

nRole()? ; 3
Record List Excel To RS Fomapiman

To Excel Record List n
3
“ofe]
"q "i] N

JSON JSON
Serialize Deserialize

TTRR 4

CreatePersonMovie

o A Role

Exception Raise
Handler Exception
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e. Inthe new window, choose the Not OSMDbAdmin Exception.

Select Exception X

Q search exceptions

B osmbb
¥ |@ Exceptions
v | All Exceptions
! User Exception
v | Security Exception
! Invalid Login
v | Mot Registered

I Mot OSMDb
! Not OSMDbAdmin

! Abort Activity Change Exception

New User Exception m Cancel

This Exception was created automatically when the role was created. Set the
Exception Message property to "User needs to be an OSMDb Administrator to

perform this operation”
Q Not OSMDbAdmin
Raise Exception

Exception Message "User needs to be an OSMDb Administrator to perform this operation” « ~

Exception Not OSMDbAdmMIn

f. Connect the If to the Raise Exception to create the True branch.

g. Right-click on the If and select Swap Connectors.

CheckOsSMDbADmI
nRole() ? Not OSMDbAdmiIn

¢ — A

=

You can swap the connectors of an If to change between the True and False

branches. In this example, if the user does not have the role, the condition will be

evaluated as False and the Action flow will end, raising an exception.

13
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2. The PersonMovieRole_Create Action needs to have two extra Output Parameters, one
indicating if the operation was successful and one with a message based on the outcome
of the operation. Also, we will handle the Exception thrown and create the respective

logic to set that the logic was not successful and define the respective message.

a. Add a new Output Parameter to the PersonMovieRole_Create Action and call it

Success. Make sure its Data Type is set as Boolean.

b. Add another Output Parameter to the Action and call it Message. Make sure its

Data Type is set as Text.

= ) PersonMovieRole_Create
» = PerscnMovieRole
+ PersonMovieRoleld
+ Success

c. Drag an Exception Handler and drop it next to the main flow of the Action.

Start

G e D Exception Handler
For Each Assign Ilk
0
-8 +H T™
Record List Excel To CheckQSMDbAdmI
To Excel Record List nRole() ? Not OSMDbAdmIn
. False
e «x A
JSON JSON .
Serialize Deserialize %
o A CreatePersonMovie
Exception Raise Rale
Handler Exception e

d. Inthe new window, select the Not OSMDbAdmin Exception.

Select Exception X

Q, search exceptions

B osvob
¥ |m Exceptions
v | All Exceptions
I User Exception
! Database Exception
v | Security Exception
! Invalid Login
v | Not Registered
! Not OSMDb

I Not OSMDbAdmin

! Communication Exception
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e. Drag an Assign and drop it on the Exception flow

. . Start NotOsSMDbAdmin
If Switch o 0
Assign
C © s
. < 5
For Each Assign ‘f
CheckOSMDbAdmMI End
nRole()? Not OSMDbAdmin
51 &

True
Record List Excel To ‘

f. Define the following assignments

e Assign

Label

Assignments

© success -
Xy = False v
© Message -

[x'r' = Value v]

Xy Expression Editor...

Suggestions

© NotoSMDbAdmiIn.ExceptionMessage %
Note: When we define the Message on the Raise Exception node, that message
can be used directly by referencing the Exception and the property name

(ExceptionMessage).

g. Select the Assign right before the End node on the main Action flow and add the

following assignments

Success = True

Message = "Record created successfully”

Assignments

© PersonMovieRoleld -
xy = CreatePersonMovieRole.Id -
© Success -
xy = True '
& Message -
xy = "Record created successfully” '
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3.

At this point, the Server Action returns information stating if the operation was
successful or not. Also, remember that, for security purposes, it is extremely

important to perform these validations server-side.

In the SaveOnClick Client Action of the AddCastAndCrew Screen, use the output
parameters of the PersonMovieRole_Create Action to create a logic to display feedback

messages to the user.
a. Open the SaveOnClick Action flow in the AddCastAndCrew Screen.

b. Drag and drop an If below the PersonMovieRole_Create Action.

B &

Refrash If Form1.Vvalid? End

Data <> False @
o G ﬂ
Switch For Each =
7]
PersonMovieRole.
@ j Movield
Assign JSON an
Serialize —
1 ®
JSON Exception
leserialize Handler PersoniovieRole_
A Create
Raise Comment
Ixception
7 D]

Jestinatio Download MainFlow TvieDe
i il
FINNO =

avascript End

c. Setthe Condition of the If to the output of the PersonMovieRole_Create Action:

PersonMovieRole_Create.Success

d. Drag a Message and drop it below the If. Set the Message property to the

PersonMovieRole_Create Message output and the Type to Error.

IEI Message

[1:]

Message
Labe
el
Message -
TYpe xy Expression Editor...
MainFlow\MovieDe Suggestions

ta

O

PersonMovieRole_Create.Message
22 GetMovieByld.List.Current.MaovieTitle
22 GetMovieByld.List.Current.Movie.PlotSummary

© outsystems 16



Drag a Message and drop it to the right of the If and connect them. Connect the

new Message to the MovieDetail Screen Destination.

f. Set the Message property to be the output parameter of the
PersonMovieRole_Create Action and the Type to Success.

PersonMovieRole_Create. Message

Message
PersonMovieRole_C PersonMovieRole_
reate.Success? Create.Message Label
True it
O Message PersonMovieRole_Create.Message
d o
Type success

35|84

PersonhovieRole_
Create.Message

[x]

MainFlow\MovieDe
ta

(.

The flow should look like the following screenshot:

Start

Add custom validations on input widgets
before the Form1 Valid check.
Add action logic after the Form1 Valid check.

Form1.Valid? End

Ot @

ani

PersonMovieRola.
Movield

©

PersonMovieRole_
Create

PersonMovieRole_C PersonMovieRole_
reate.5uccess? Create.Message

O d

as|ed

PersonMovieRole_
Create Message

B

MainFlow\MaovieDe
tai

O
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Save Movie and Person Logic

To end the exercise, we need to apply the same logic that we did for adding the cast and crew in

the logic to save movies and people in the database. You can do it at this point, right?

1. Repeat the exact same steps for the Movie_CreateOrUpdate and the
Person_CreateOrUpdate Actions. Don't forget to use the Raise Exception and the
Exception Handler flow in both Actions to define the logic for success and for when the

information is not successfully saved in the database.

- Movie_CreateOrlUpdate - Person_CreateOrl)pdate
» = Movie » =¥ Person
+1 Movield +] Personld
+J Success 4+ Success
+ Message + Message

2. Also, repeat the same logic to the SaveOnClick Actions in the MovieDetail and
PersonDetail Screens). The main difference that you need to worry about is deleting the
success messages you already had in the logic, and replacing them with this new logic

where the Messages are returned by the Server Actions.

3. Publish the app and open it in the browser.

This part of the logic is not easy to test, since you will not see the Save button if you're
not an OSMDbAdmin already. However, think about how an attacker can manipulate the
page and make the buttons visible. This way, you are protected with client-side and
especially server-side validations, to guarantee that only people with the OSMDbAdmin
role can save information in the database. This is something that you need to worry

about in all your apps. Do not focus just on the Ul!
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